KnbepoxoTa 3a
HecoBepLUeHHONEeTHVMU B

OHJIaNH-UTrpax

B coBpemeHHOM LPPOBOM MUPE OHNAVH-UTPbI CTaNN
HeOTbEeM/IEMOW YaCTbH XU3HU MUNJTMOHOB N0 e, 0COBEeHHO
cpeav monogexu. OHM NpeanaratoT yBriekaTebHbIA renMrien,
BO3MOXHOCTb ObLLEHUS C APY3bSIMU N HOBblEe 3HAKOMCTBA.
OAHaKo, C pPOCTOM MONYNAPHOCTY BUPTYa/IbHbIX MAPOB,
BO3HWKaeT 1 cepbe3Has npobaeMa — kmMbepoxoTa 3a

HeCoOBeEPLUEHHONTETHUMMW.

o il T




Nrpain 6e30macHo: yrpo3bl KN6epnpoCTpaHCTBa B MUpe
OHNANH-UTP

[leTn 1 NOAPOCTKM NPOBOAAT BCE 60NbLLE BPEMEHN B
KnbepnpocTpaHCTBe, 0COBEHHO 3aMeTHO 3TO B XON04HOE BpeMsi roAa.

Mup reliMnHra oueHb yBnekaTeseH, 0O4Hako He Bceraa boiBaeT
6e30MnacHbIM. 310yMbILLUNEHHUKM UCMOJIb3YOT UrPbl A5
MOLLEHHWNYEeCTBa, PacnpoCTpaHeHns BpeAoHOCHOro MO 1 peknaMHbIX

nporpamm.
MccnepoBaHMs MOKasbIBAOT, YTO Takme Nony/sipHble Urpbl, Kak

«Minecraft», "Rolox", "Among US"cTaHOBATCA MULLEHAMW KbepaTak,
Hanpumep urpa «Minecraft» nogBepranacb atakam 6onee 3

MWIINOHOB Pas.
3arpy3umKku, 4acTo NCNOob3yeMble A1 PacnpoCcTpaHeHs

BpesoHocHOro MO, ABASOTCA OAHON 13 CaMbiX PacnpOCTPaHEHHbIX
yrpo3 B OHNAWH-Urpax.

o il T




TeMHble CTOPOHbI OHTAWH-Pa3BAEeYEeHUN: TUMbl KNB6EepPyrpo3
B UFPax

Trojan-SMS Trojan-Spy Trojan-PSW Trojan-Dropper
OTMpaBAsieT CO0bLEHUS nepexBaTbiBaeT HaXaTus  NpeAHasHauyeH Ans yCTaHaBANBaET Apyrue
Ha NlaTHble HoOMepa C KNaBVLL, CHUMKM 3KpaHa Kpaxxui naponem BPEOHOCHbIE
3apaXKeHHoro N YUYETHbIE aHHble NporpamMmbi
YyCTPOWCTBa

. Wy STE 1




[TpMaHKa gNna noBepUnBbIX
MIPOKOB: MOLLEHHNYECKNE CXEMbI B
nrpax

OJAHa 13 N3BECTHbBIX CXEM MOLLEHHUMKOB - MPeA/IoKeHEe NPONTH
Onpoc, YTO6bI 0Ka3aTb, YTO Thbl He 60T. MNoc/sie 3TOro UFPOKOB
nepeHanpaBAsoT Ha NOAAENbHbIV CalAT C 06eLLaHAMM

6ecnnaTHbIX NMnPmM30B.
Ho Ha camoM Aenie MOLLEeHHWKW INLWb NbITakTCA 3aMaHNTb

A0BepUVBbIX MONb30BaTeNel B Apyriie ornacHble IOBYLLKMY,
HanpuMep, 3arpy3Ky BpefoHoCcHOoro MO nam yyactre B
PULLMHIOBBLIX KAMMNAHUSAX. XUTPble YI0OBKM NMPECTYNHUKOB
MaCKMPYHTCS NOA NermTUMHbIE NTPOBble aKTVBHOCTH.

ByabTe 64MTEeNbHbI - MOLLUEHHWKM FOTOBbI Ha BCE, YTOObI
MNOXVBUTLCA 3@ Ball CYET! Bcerga npoBepsAinTe UCTOYHUKA U He
A0BepsANTe NOA03PUTENbHBIM NPEANOXKEHNSAM B UFPax.

Dl g e



OXOTHUKM Ha O0BEPYMNBLIX
reMMepos

3M10YMBbILLIEHHVKIM BCE Yallle NCMOAb3YHT OHAMH-UIPbl, YTOObI
BbIMaHVBATb INYHbIE AaHHbIE N AeHbI Y MOJIOA0M ayANTOPUN.
OHV MaCKMpPYT CBOM MOLLEHHMYeCKMe CXeMbl MOJ 3aMaH4mBbIe
NpeANOXeHs - BbITpaTb HOBbIM iPhone nnn gaxe Hann4Hble.

Tak, Ha cTpaHuue ogHoro Telegram-coobLecTBa, KOTopas
aKcnayaTupoBana 6peHa urpel Capybara, 6bi1a 06HapykeHa
nogaenbHasi Bepcus Urpbl B Beb-popmarte. MNonb3oBaTtensdm
npeAnaranocb 3aperncTpmpoBaThCsa U CAeNnaTb Aen0o3nUT, YTOObI
HayaTb UrPaTb N NONYYNTb XENAHHbIV MPK3.

Ho Ha camom gene 3a 3TUM CTOST INLWb 06MaH U Kpaa ANYHbIX
AAHHbBIX NN PUHAHCOBLIX CPeACTB. byabTe 6ANTENbHBI -
MOLLEHHWKW rOTOBbI Ha BCE, NMNLLb 6bl MOXVBUTHCS 3@ Balll CYET!




BepboBKa aeTen 1 NoapoCcTKOB B OHAANH-Urpax

[py3ba-BepboBLIMKN NrpoBsble NoByLLIKM

Bep60BLLMKI MOTYT MacKMpPOBaTLCS MOA 3N10YMBbILLNEHHMKN TakKXXe UCMONb3YT
Apy3en Unn HaCTaBHUKOB, MOMOras Urpokam NTPOBbIe 31IeMeHTbI, Takme Kak KBecCTbl U

B 1rpe 1 NocTeneHHO CTAHOBACh VM 3a.aHns, YTObbI 3aMacKMpPOBaTb peasbHble
6AN3KMMU. DTN OTHOLLEHUS MOTYT BbIFSAAeTb  NpecTynHble A4eACTBUS MO UTPOBYH
NCKPEHHUMW 1N APY>XKENOOHBIMW, UTO AenaeT aKTUBHOCTb. Monoable Nt MOTyT ObiTb
NX 0COH6EeHHO onacHbIMK. MoAPOCTKN MOTYT BTAHYTbI B HE3aKOHHbIE eNCTBUS, He

He MoAo03peBaTh O HACTOALLMX HAMEPEHNAX 0CO3HaBas NX UCTUHHOW MPUPOABI.

cBOMX "Apy3ein”.

Ncuxonormnyeckoe nOaBneHune

B HeKoTOpbIX Mrpax OTAe/bHble UTPOKM AN
Lenble coobLecTBa MOryT OKa3blBaTb
NCUXONOrnyeckoe JaBneHne Ha NoApPOCTKOB.
OHW MOTYT NPUMEHATL METOAbI MY6ANYHOTO
YHUXXEHUSA NN OTCTPAHEHWNS OT KOMaHZbI,
YTO6bI BbIHYAUTL MOJIOALIX NHOAEN

coBepLlaTtb OﬂpeAeﬂéHHble AGMCTBMQ.

EyAbTe 6AI/ITe}'IbeI - MOLLEHHWKM rOTOBbI Ha BCE, N1LLb Obl MOXVBUTLCSA 3a Ball CYET! Bcerga I'IpOBepFlVITe NCTOYHUKN N He AOBepﬂVITe

noAo3pnTENbHbIM NPEANOXEHUAM B Urpax.

l L I O U




Kak 3aWuUTUTb IOHbIX FEMMEepPOoB

=
CoBMecTHada paboTa DOUWNHrosble CCbINKN 3awmnTa oT KMbepyrpos
O6cyxaaiiTe OHMAKH-Yrpo3bl C YuuTe pebeHka pacnosHaBaTb YcTaHaBnvBalTe Ha yCTpolicTBa
pebeHKOM, MoMoranTe emy OULLMHIOBbIE CChIIKU U pebeHKa HaZexHoe NporpamMmmMmHoe
CO34aBaTb C/IOXHbIE MAPON. BPEAOHOCHbIe daiisbl. obecrneyeHune Ans 3aLMThl OT

Knbepyrpos.

L I O U




Bnaropapto 3a BHMMaHue!
[TOMHUTE, HUKTO HEe OCTaHeTCH
He3aMeYeHHbIM.

. .. .
NpodUNaKTUHECKMMM MaTepranamm

HTTPS://T.ME/UPK_BREST_BOT
@UPK_BREST_BOT




